Digital Signhature Instruction

1.)On www.upexciseportal.in_accept only e-pass
and Watchdata PROXKey Token USB for
signing.

2.)Second Step is Download jre8 and install on your
computer for download please fallow this link

https://www.upexciseportal.in/doc/jre.exe

3.) Must Be Use Internet explorer browser for
digitalsign 4.)Your System user must have
administrator priviledged

Java Setup - Welcome &=

Welcome to Java

Java provides access to a world of amazing content. From business solutions to helpful utilities and
entertainment, Java makes your Internet experience come to life.

Naote: Mo personal information is gathered as part of our install process. Click here for more information on
what we do collect.

Click Install to accept the license agreement and install Java now.

[[] change destination folder Cancel ‘ [ Install >



https://www.upexciseportal.in/doc/jre.exe

Change in License Terms — >

Important Information about Oracle Java SE Roadmap

Changes are coming which will impact your access to future releases of Java SE from Oracle.

Corporate users will be impacted with the April 2019 update.

These changes do not affect the version you are about to install.
For additional guidance please follow the link below.

Maore information...

Java Setup - Progress —

Status:  Installing Java

3 Billion

Devices Run Java

%
=2 ]a\p‘a" #1 Development Platform m

After Successfull installation jre8 go to start C Drive Inside
Program File or ProgramFile (x86)Folder Java folder is located

Go to

Java=>Jre=>lib=>security=>java.policy File Open in Notepad

Java.policy file look like



/{ Standard extensions get all permissions by default

graft codeBase "file:${{java.ext.dirs}}/*" {
r_;___b. permission java.security.AllPermission;
[

// default permissions granted to all domains

grant {
// Bllows any thread to stop itself using the java.lang.Thread.stop()
// method that takes no argumsnt.
// Note that this permission is granted by default only to remain
/{ backwards compatible.
// It is strongly recommended that you eithsr remove this permission
// from this policy file or further restrict it to code sources
// that you specify, because Thread.stop() is potentially unsafe.
// See the API specification of java.lang.Thread.stop() for more
) // information.
L——————}permission java.security.hllPermission;

//{ allows anyone to listen on un—-privileged ports
permission java.net.SockstPermission "localhost:1024-", "listen";

) // "standard" properies that can be read by anyone
j ermission java.security.AllPermission;

permission java.util.PropertyPermission "java.version", "read";

permission java.util.PropertyPermission "java.vendor", "read";
) permission java.util.PropertyPermission "java.vendor.url", "read";
permission java.util.PropertyPermission "java.class.version™, "read";

permission java.util.PropertyPermission "os.nams", "read";
permission java.util.PropertyPermission "os.version", "read";
permission java.util.PropertyPermission "os.arch", "read";
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Cgpy the Above Line show in arraow
permission java.security.AllPermission;

paste the below as show in figure

Before Proceeding For Digital Sign Must check C drive have admin Privilege Or Full Control

1.)Right Click Inside C drive and click on properties



£ . Local Disk (C:) Properties A

T

Security Previous Versions CQuota
General Tools Hardware Sharing
f
. || |
.y
1
Type: Local Disk ]

File system:  NTFS

. |sed space: 83.41,70 .42 944 bytes TTeGHE
Free space: 2,30,63,04,16,384 bytes 214 GB 1

Capacity: 3.14,04,74 55,328 bytes 252 GB
'
| |
W
Drive C: Disk Cleanup

=

[ ] Compress this drive to save disk space

Allow files on this drive to have contents indexed in addition to
file properties

i

After That click on Security tab and check permission

£ . Local Disk (C:) Properties >
General Tools Hardware Sharing
Security Previous Versions Cuota

Object name:  C:

GI’OIJFI ar user names:

Authenticated Users
SR SYSTEM
SR Administrators (DESKTOP-ACOARIS Administrators)
SR Users (DESKTOP-ACOARIS sers)

To change permissions, click Edit. Edit

Pemissions for Authenticated
|sers Allow Deny

Full cortral

Modify

Read & execute
List folder contents
Read

Write

AR NN

For special pemissions or advanced settings,
click Advanced. Advanced

Cancel Aoy

If Your System not Have full control please edit and provide full control for Users and Administrator



After Successfull installation jre8 go to start menu



0 &y Filters ~v/

™~

Best match
]
«_ | Configure Java o
LJ“' Desktop app b
Settings r
€1 Configure proxy server '
E3 Configure advanced user profile properties ,:
Apps &
i@ Configure Tomcat [
Search suggestions
L configure - See web results |
f
Folders (1+) !
f
Documents (2+) 1
a
Ti
v
4
g
L configure |

O B @ Fr 6 &

Click on Configure java and you see next screen

o8



» [é] Java Control Panel — X

About

View version information about Java Control Panel.

.j About...
Network Settings

Network settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.
" Network Settings...

Temporary Internet Files

Files you use in Java applications are stored in a spedial folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... ‘ View...

Java in the browser is enabled.
See the Security tab

o ][ o | [EAEH

Now Click On Security Tab



|| Java Control Panel — >

General Update Java : Security: Advanced

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list

(O Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.
http://192. 168. 1.49: 2018 /DigitalSignature fwholesalepermit.jsp =~ A
https: /fwww.upexdsewholesale.in/DigitalSignature /BondInUPP... | Edit Site List...
v
Restore Security Prompts | Manage Certificates...

[ Cancal | [ ABBl

And Click on Edit Site List and add Site url

=,| Jawva Control Panel — >

General Update Java

Advanced

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list q

O Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below wiill be allowed to run after the appropriate security
prompts.

http: //192. 168. 1.99: 20 18 /DigitalSignature fwholesalepermit.jsp ~

https: /fwww . upexcisewholesale.in/DigitalSignature /BondInUPP...

Edit Site List...
~

Restore Security Prompts Manage Certificates...

[ Coneei | [ EEY

Add These Url in Edit Site List

https://www.upexciseportal.in/DigitalSignature/BondInUPPermit.ijsp

https://www. upexciseportal.in/DigitalSignature/wholesalepermit.jsp
https://www.upexciseportal.in/DigitalSignature/ApplicationsDetailBondInUP.jsp

https://www.upexciseportal.in/DigitalSignature/ApplicationForDistrictWhol
esale. [sp

If You Not Interested to Add all these Url then Follow Below Given Process


https://www.upexciseportal.in/DigitalSignature/BondInUPPermit.jsp
https://www.upexciseonline.in/DigitalSignature/wholesalepermit.jsp
http://www.upexcisewholesale.in/DigitalSignature/ApplicationsDetailBondInUP.jsp
http://www.upexcisewholesale.in/DigitalSignature/ApplicationsDetailBondInUP.jsp
https://www.upexciseportal.in/DigitalSignature/ApplicationForDistrictWhol
https://www.upexciseonline.in/DigitalSignature/ApplicationForDistrictWholesale
https://www.upexciseonline.in/DigitalSignature/ApplicationForDistrictWholesale

Please Copy The Url till jsp page and paste in security Edit Site list given
above

n
-

& http://www.upexciseonline.in/DigitalSignature/ExportOfiNarcaticDrugPermitDS jsplappid=6&session=148pdf 1= 1-License_82438pdf2=2-NOC_824 ~ & | | Search... P~
& DigitalSign

Digital Sign

Enter Password to sign

Select Digital Token E-PASS -

Enter the PIN code to access your Digital Signature:

Back To Portal

The Default advanced setting is



@ Java Control Panel — ot

General Update Java Security

----- () PUbisners cerohcate only ~
----- i®) All certificates in the chain of trust

----- () Do not check (not recommended)

hedk for signed code certificate revocation using |
----- () Certificate Revocation Lists (CRLs)

----- () Online Certificate Status Protocol {DCSP)

----- (®) Both CRLs and OCSP

Perform TLS certificate revocation checks on

----- () Server certificate only

----- (@ All certificates in the chain of trust

----- () Do not check (not recommended)

heck for TLS certificate revocation using

----- () Certificate Revocation Lists (CRLs)

----- () Online Certificate Status Protocol (OCSP)

----- (®) Both CRLs and OCSP

dvanced Security Settings

----- [ ] Enable the operating system's restricted environment {native sandbox)

----- IUse certificates and keys in browser keystore

----- [] Enable blacklist revocation check

----- Enable caching password for authentication

----- [ ]Use 55L 2.0 compatible ClientHello format

----- Lise TLS 1.0

----- Use TLS 1.1

----- Use TLS 1.2

iscellanecus

----- [] Store user settings in the roaming profile

----- |:| Flace Java icon in system tray M

ot | [ o

]

]

I=

=

Default Browser Setting Is

Browser Settings.

Settings have to be done in Internet zone and Trusted zone both. Please
follow this step completely to resolve all of your browser related issues.

1. Open internet explorer.
2. 0pen Internet Options in Tools menu (or simply press Alt+T+0O)
3. Go to security Tab.

4. Click on custom level.

Genaélrivacy i C:oni:enf i éonnecﬁor\s 1 Programs L Advanced |

Select a zone to view or change security settings.

Local intranet Trusted sites Restricted
sites

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.



Settings

v scroll dowwir to ActiveX controls and plug-ins.
all .A.Cﬁn‘mw eaiels.and. plkgsins optigns a3 selects

Reset:cugtom settings
Resstto: | edium-high (default) v Reset. |

) Enable -
) Prompt
|| Allow dragging of content between domains into separate wi
@ Disable
(7) Enable
|| Allow dragging of content between domains into the same wi
(@ Disable
) Enable B
|_| Allow META REFRESH
(7)) Disable
@ Enable

|| Allow scripting of Microsoft web browser control

L1

(@ Nieshla

|=, A
e _Allow ActiveX Filtering
() Disable
(® Enable
|| Allow previously unused ActiveX controls to run without prom
() Disable
(® Enable
|¢, Allow Scriptlets
() Disable
(® Enable
() Prompt
|¢ Automatic prompting for ActiveX controls
() Disable

8. Now Press OK.

9. Click Yes to the Warning Message “Are you sure to chan
settings for this zone”, if prompted.

10.)Click on Apply Button

11. Now Select Trusted Sites.

12. Un-tick Enable Protected Mode option.

Then click on Sites Button

n screenshots below.

ge the security



| General | Security | Privacy | Content | Connections | Programs | Advanced |

g

Trusted sites Restricted

Select a zone to view or change security settings.

This zone contains websites
trust not to damage your col
vour files.

You have websites in this zo

Security level for this zone

ustom level.
thngs, dick Default level.

15. Then add the full name of website where you are using your Digital Signature
Certificates and Click Add Button. Then close this box.

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

| —

Websites:
https://*.incometaxindiaefiing.gov.in Remove
https: //dsc.safescrypt.com

https: //sol.du.ac.in

https: /fusercenter.ncodesolutions.com

Lo L | S p—

| |Require server verification ;) for all sites in this zone:

v

16. Click on custom Level Button.
17. Scroll down to ActiveX controls and plug-ins again.

18. Set all ActiveX controls and plug-ins options as selected in screenshots below.



Settings

¥, ActiveX controls and plug-ins
¥, Allow ActiveX Filtering
(O Disable
(® Enable
¢ Allow previously unused ActiveX controls to run without pron
() Disable
(® Enable
¢/ Allow Scriptiets
() Disable
(® Enable
) Prompt
¢ Automatic prompting for ActiveX controls
() Disable
(® Enable
¥, Binary and script behaviors A
() Administrator approved
() Disable
(® Enable
¢, Display video and animation on a webpage that does not use
() Disable
(® Enable
| Download signed ActiveX controls
() Disable
(® Enable
() Prompt
¢ Download unsigned ActiveX controls
() Disable
(®) Enable
() Prompt -
¢, Initialize and script ActiveX controls not marked as safe for s A
() Disable
(® Enable
() Prompt
¢/ Only allow approved domains to use ActiveX without prompt
(® Disable
() Enable
¢! Run ActiveX controls and plug-ins




19. Now Scroll down to Scripting options in same dialog box and set all as below:

Settings

g| sapting A
| Active sripting
() Disable
(® Enable
O Prompt
@AlowProgmﬁcdpboa'dacoess
() Disable
() Enable
(® Prompt
& Allow status bar updates via script
() Disable
(® Enable
' Allow websites to prompt for information using scripted winde
() Disable
(@ Enable
| Enable XSS fiiter
() Disable
® Enable
@Scr’pﬁtgof]avaapplets
() Disable

(® Automatic logon only in Intranet zone
() Automatic logon with current user name and password
() Prompt for user name and password

< >

*Takes effect after you restart your computer

Reset custom settings
Resetto:  Medium (default) v Reset...




20. Now after doing all setting as shown in images above, click on OK

21. Click Yes to the Warning Message “Are you sure to change the security settings for this zone”, if
prompted



Now Finally Click on Apply and then OK.

[E;en? Security Lanacy l Contentl Connections l Progamsl Advanced |

Select a zone to view or change security settings.

@ a«&@ v O

Internet Local intranet Trusted sites Restricted
sites

Trusted sites

V This zone contains websites that you
trust not to damage your computer or
your files.

You have websites in this zone.

Security level for this zone

Custom
Custom settings.

- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

| customievel... || Defaultievel |

| Resetall zones to defaultlevel |

Now you have to restart you system again and hopefully ALL of the issue regarding non-
working of any USB token is resolved now.

And when you click on digital sign button like below screen appear

| @ oigiaisign =

By & Do you want to run this application? *
( L -N - Name: DigitalSign
(Y > L Y =, Publisher: MENTOR INFOTECH SOLUTION
== oy From: hittps://www.upexcisewholesale.in
Java @ e swic nay and
/. -‘ [] Always trust content from this publizher
€Y o nrormaton [ER] | cancel

Back To Portal



B ...

General

Settings

Internet Options ?

X

Security Privacy Content Connections Programs Advanced

KONQMROONCROR

Enable DOM Storage ~
Enable Enhanced Protected Mode ™

Enable Integrated Windows Authentication™

Enable native XMLHT TP support

Enable SmartScreen Filter

Send Do Not Track reguests to sites you visit in Internet E
Use SSL 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch®

Warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

v
< >
*Takes effect after you restart your computer
Restore advanced settings l
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default R 1
condition. L — ~
You should only use this if your browser is in an unusable state.
I OK [ Cancel ‘ Apply




In this screen click on run option

Enter Password to
sign

=
Enter the PIN code to access your Digital Signature: |j@eescssce | "=

In this screen enter your password and click to sign and wait for some time After
Signing Successfull message will show on screen






	2.)Second Step is Download jre8 and install on your computer for download please fallow this link

